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Wi-Fi Pro tected Ac cess, or WPA, is the In ter net security pro to col de vel oped by the Wi-Fi Al -
liance (owner of the “Wi-Fi” trade mark) to se cure wire less com puter net works. To day, wire -
less net works use the sec ond gen er a tion of WPA called WPA2.

A new era of Wi-Fi security be gan on June 25, 2018 when the Wi-Fi Al liance in tro duced WPA3
—the lat est gen er a tion of WPA. It is meant to re place WPA2, which was re leased in 2004.
WPA3 is the most cut ting edge wire less security pro to col cur rently available. It uti lizes the
lat est security meth ods and pre vents the use of legacy security pro to cols.
With its plethora of new security fea tures, WPA3 aims to: •sim plify Wi-Fi security • in crease
cryp to graphic strength for sensitive data mar kets • al low for more ro bust user au then ti ca tion
The Wi-Fi Al liance rec og nizes the fact that Wi-Fi us age and security is di� er ent for each user.
This is why the or ga ni za tion de signed WPA3 to have two dis tinct ca pa bil i ties: 1) WPA3-Per -
sonal and 2) WPA3-En ter prise. WPA3 Per sonal is for in di vid ual users while WPA3-En ter prise
is for busi nesses, govern ment in sti tu tions, and other en ti ties that re quire high-level in ter net
security.
This ar ti cle will dis cuss WPA3 Per sonal in de tail.
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WPA3-Per sonal is equipped with a tech nol ogy known as “Si mul ta ne ous Au then ti ca tion of
Equals” (SAE), which re places the Pre-Shared Key (PSK) tech nol ogy present on WPA2.
It’s a more ro bust user au then ti ca tion fea ture that’s re sis tant to pass word guess ing at tacks
like the o� ine dic tio nary method, wherein a hacker at tempts to guess a net work pass word by
en ter ing words found in the dic tio nary.
SAE is in tended to pro vide home in ter net users with bet ter pass word security, even when they
choose pass words that don’t meet com mon pass word com plex ity stan dards. Other fea tures of
WPA3-Per sonal in clude: • For ward se crecy – This pro tects data in cases when the
pass word is com pro mised af ter data is trans mit ted. • Ease of use – There is no change to how
users can con nect to a
net work, ex cept that they have im proved pro tec tion. • Nat u ral pass word se lec tion – Users can
cre ate pass words that are easy to re mem ber. They no longer need to nom i nate highly com pli -
cated pass words.
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Once WPA3 is more widely adopted, it will be come a crucial tool for pro tect ing your home Wi-
Fi from cy ber at tacks. Un like WPA2, WPA3-Per sonal makes your Wi-Fi pass word di�  cult to
crack. Brute force at tacks—where hack ers simply try to guess your pass word un til they get it
right with out in ter act ing with the router—are no longer pos si ble with WPA3-Per sonal. This
is be cause with WPA3-Per sonal, ev ery pass word guess needs to be au then ti cated by your
router in real time. An other fea ture of WPA3-Per sonal that will pro vide you with im proved
Wi-Fi security at home is the new for ward se crecy fea ture. In the un likely event that your Wi-
Fi is com pro mised, at tack ers will not be able to ac cess pre vi ous data tra� c due to the fact that
it is en crypted. Hack ers will only be able to see data tra� c that oc curred af ter they hi jacked
your Wi-Fi.
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At the mo ment, WPA2 is still the pro to col be ing used world wide. WPA3 is just an op tional cer -
ti � ca tion for Wi-Fi CER TI FIED de vices and will only be come manda tory once the mar ket has
fully adopted the pro to col. How ever, it would likely take a cou ple of more years for this to
hap pen. WPA3 is still a new tech nol ogy, so it hasn’t been thor oughly re viewed yet. Security
ex perts haven’t had the chance to ver ify whether or not it has any vul ner a bil i ties. Just like any
new tech nol ogy, is sues with WPA3 need to be iden ti �ed and re solved �rst be fore wider im -
ple men ta tion can be con sid ered. Sig ni�  cant sup port from the in dus try might make WPA3
adop tion hap pen sooner rather than later, though. Multi na tional tech com pa nies like Cisco,
Qual comm Tech nolo gies, and Huawei have al ready stated that they stand be hind WPA3 and
the Wi-Fi Al liance’s e� orts to boost In ter net security. Right now, all we can do is wait for the
day when WPA3 be comes the stan dard wire less in ter net security pro to col not just for homes,
but for busi nesses as well.
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In con junc tion with WPA3, the Wi-Fi Al liance also an nounced a new pro gram called “Wi-Fi
CER TI FIED Easy Con nect”, which makes it eas ier to on board new Wi-Fi de vices by elim i nat -
ing the dis play in ter face.
With “Wi-Fi Easy Con nect”, users can add any de vice to a Wi-Fi net work in an in stant. All
they need to do is scan that de vice’s quick re sponse (QR) code by us ing an other de vice ca pa ble
of scan ning QR codes (e.g. smart phones).
The Wi-Fi Al liance’s goal with the new pro gram is to en hance user ex pe ri ence and main tain
high stan dards of security at the same time.
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