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Glob ally, Filipinos bested other coun tries last year when it came to spend ing time 
on the in ter net and so cial me dia. Ac cord ing to a re port by so cial me dia dash board 
Hoot suite and global so cial me dia agency We Are So cial, Filipinos spent an av er age 
of 10 hours and 2 min utes on the in ter net and about 4 hours and 12 min utes on 
so cial me dia re gard less of de vice used.

Filipinos are ob vi ously big fans of in ter net and so cial me dia use, but many are still 
un aware of the dan gers that lurk on line, speci�  cally with re gard to keep ing data 
and other per sonal in for ma tion pro tected from cy ber crim i nals.They have be come 
quite savvy in or der to lure more vic tims of their ne far i ous ac tiv i ties.
To pro tect the pri vacy of peo ple’s data, StaySafeOn line.org, cre ated by the Na tional 
Cy ber Se cu rity Al liance (NCSA), a public-pri vate part ner ship that seeks to 
encourage a culture of cybersecurity among people, o�ers basic tips on how 
ordi nary in di vid u als can pro tect them selves, their fam i lies and friends, and 
man age their pri vacy to stay safe while on line.
• SE CURE DE VICES – use strong pass words, codes or touch ID fea tures to lock 
de vices in or der to help pro tect in for ma tion like con tacts, photos, videos, even 
med i cal and � nan cial data if in case the de vice gets lost
• THINK BE FORE YOU APP – sen si tive in for ma tion like games played, con tacts list, 
shop ping be hav ior, lo ca tion, can be col lected through apps down loaded from the in 
ter net. Just be mind ful about pro vid ing in for ma tion and who gets the in for ma tion 
through down loaded apps

• NOW YOU SEE ME, NOW YOU DON’T 
– re mem ber to dis able Blue tooth or Wi� con nec tiv ity when in public places be cause
cy ber crim i nals can track users’ move ments through de vices that are in range. Bet -

KEEP ING YOUR PER SONAL INFO PRI VATE, THE WAY IT SHOULD BE
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ter be safe than sorry.
• BE WIFI HOTSPOT SAVVY – if wire less net works and hotspots are o� ered free, 
they are most likely not se cure which means cy ber crim i nals can track and steal 
in for ma tion from de vices that use these free net works hotspots. Just limit use of 
public wi� or don’t log in to per sonal ac counts that may re quire re veal ing sen si tive 
data or in for ma tion.
• KEEP IT CLEAN – main tain a se cure de vice us ing up-to-date se cu rity soft ware, 
web browser, op er at ing sys tem and apps to pro vide the best de fense against 
viruses, ma li cious soft ware (mal ware), and other on line threats.
• OWN IT – hide email ad dresses from per sonal on line pro �les or so cial me dia sites 
and make it more pri vate. Avoid click ing links that may con nected to ma li cious web 
sites used for “phish ing” at tacks that will col lect per sonal and � nan cial in for -ma 
tion, or even in fect de vices with mal ware and viruses.
Cy ber crim i nals have be come quite savvy in their at tempts to lure peo ple in to click 
a link or open an at tach ment. So avoid be ing a vic tim by think ing be fore vis it ing a 
du bi ous site, click ing a link or down load ing an at tach ment from an uniden ti �ed 
source.
This com ing Jan uary 28, the Philip pines joins the whole world in the cel e bra tion of 
“Data Pri vacy Day,” an in ter na tional e� ort that seeks to cre ate aware ness about 
the im por tance of re spect ing pri vacy, safe guard ing data, and en abling trust. This 
an nual event started in the US and Canada back in 2008 with the sign ing of Con -
ven tion 108, the �rst legally bind ing in ter na tional treaty that deals with pri vacy 
and data pro tec tion.
E� orts to help cre ate aware ness to curb on line piracy in the coun try started with 
the cre ation of #makeITsafePH cam paign of Globe Tele com un der its Cy berPi noy 
cy ber well ness pro gram that cov ers big cor po ra tions, small and medium-scale en -
ter prises, gov ern ment agen cies, schools and the gen eral public. The cam paign also 
reaches out to young school chil dren through its Dig i tal Thumbprint Pro gram
(DTP) to teach stu dents on proper on line be hav ior and about be ing safe and re -
spon si ble when on line since they are deemed most vul ner a ble to the neg a tive as -
pects of the in ter net. 




