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With a series of data breaches hitting the social networking site Facebook and the world’s largest 
professional network LinkedIn, it is di�cult to determine if your sensitive data has been 
compromised or not. The National looks at recent leaks and explores potential tools to �nd out if 
your digital identity is safe.
Facebook and LinkedIn leaks The data of more than 533 million Facebook users resurfaced on an 
online hacking forum on April 3. The data, which was �rst leaked in 2019, included millions of �les 
containing users’ personal information. Data from more than 500 million LinkedIn pro�les was put 
up for sale on another hacker forum last Tuesday, according to the CyberNews website.
“It is unknown whether the [LinkedIn] leak data is new or old ... it may not be a leak at all but rather 
a bot that has scraped the information and built a massive database,” said Morey Haber, chief 
technology o�cer and chief information security o�cer at Georgia-based BeyondTrust. Have I 
been “pwned”? Users can check if their email ad dresses or phone numbers are part of the data 
leaks within a few seconds by logging on to haveibeen pwned.com. “Data breaches are rampant and 
many people don’t appreciate the scale or frequency with which they occur,” said Brisbane-based 
security researcher Troy Hunt, who runs HIBP. “There is rather a lot of leaked data �oating around 
at the moment.” The primary value of the recent Facebook data breach is the association of phone 
numbers to iden ti ties, HIBP said on its web site.
“Each stolen record in cludes a phone num ber but only 2.5 mil lion con tained an email ad dress. Most 
records con tained names and gen ders, with many also in clud ing dates of birth, lo ca tion, re la tion 
ship sta tus and em ployer,” it said.
What do experts recommend? Facebook users need to take “control and ownership” of their online 
identity, said Sam Curry, chief security o�cer at Boston cyber security company Cybereason. 
“Consumers should check their credit card bills regularly, run a credit report, monitor their credit 
and consider putting a vol un tary freeze on their credit,” he said.
“If some thing is free ... re mem ber that con sumers are most likely the prod uct, not the cus tomer. 
Many con sumers might not value their be havioural and per sonal data, but some one else val ues it 
enough to pay for it.”
Industry experts said while some platforms encourage e�orts by users to con�rm whether their 
identities were compromised, the scope of such e�orts and sometimes the process could be
“ma li cious”.
“Tools such as HIBP will al low you to search if your email ad dress has been as so ci ated with a 
breach ... [but] not all breaches in volve email ad dresses as part of the cri te ria ex posed, which is true 
in Face book’s case as well,” said Ammar Enaya, re gional direc tor for the Mid dle East, Turkey and 
North Africa at cy ber se cu rity com pany Vec tra AI.
Face book has no plans to no tify half a bil lion com pro mised users
Although Facebook admitted that the recent resurfacing of leaked �les dated back to a 2019 
incident, the social media network does not plan to notify users whose details have been stolen.
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The Cal i for nia-based com pany said ma li cious ac tors ob tained this data by scrap ing it from its
plat form be fore Septem ber 2019, and not by hack ing. Scrap ing is a com mon tac tic that of ten re -
lies on au to mated soft ware to lift pub lic in for ma tion from the in ter net.
“We have teams ded i cated to addressing these kinds of is sues and un der stand the im pact they
can have on the peo ple who use our ser vices,” Face book said.
Ital ian and Ir ish agen cies in ves ti gat ing
LinkedIn faces a probe by an Ital ian pri vacy watch dog. The reg u la tor said any one who re ceives
such data and uses it could face sanc tions. Ire land’s pri vacy au thor ity is look ing into the Face -
book breach.




