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Win dows Defender is built into Win dows 10 and 11, but are you tak ing full advant age of its power? Darien Gra -
ham-Smith explains the back ground and reveals how to get more from it.

I1 What is Win dows Defender?
It’s a funny thing: every one’s heard of Win dows Defender, but if you search your sys tem, you won’t �nd any pro -
gram of that name. At least, not if you’re run ning a recent ver sion of Win dows 10 or 11.
For more than a dec ade, though, the OS did include a built-in tool called Defender. In Win dows Vista and 7,
Defender was a sys tem com pon ent that detec ted and removed spy ware from your sys tem; in Win dows 8 it was
upgraded into a one-stop integ rated defence against all types of mal ware, repla cing the optional Microsoft Secur -
ity Essen tials anti virus tool.
Today, Defender has lost its indi vidual iden tity. Win dows 10 intro duced a whole spread of new secur ity fea tures,
includ ing pro tec tion against OS vul ner ab il it ies, intru sion pre ven tion and anti r ansom ware meas ures. And to house
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all of these new fea tures, the new Win dows Defender Secur ity Cen ter was cre ated. The Defender app was replaced
by a few pages of but tons and drop-down menus, headed
“Virus & threat pro tec tion”, inside this cent ral Secur ity con sole. And in the Octo ber 2018 update the Defender
brand ing was dropped com pletely; the app is now known simply as Win dows Secur ity.
The Defender name does per sist in a few places, however. In the leg acy Con trol Panel inter face, the �re wall is still
referred to as the “Win dows Defender Fire wall”, and as we’ll dis cuss below, the name has been co-opted for vari -
ous add-on apps and fea tures.
While Defender may have dropped out of sight as a stan dalone sys tem com pon ent, its anti virus engine is still
present in the latest ver sions of Win dows, keep ing you safer than ever. It just leaves us in a situ ation where no-
one is really sure how to refer to the anti virus com pon ent any more: secur ity spe cial ist AV-Test.org con tin ues to
refer to Win dows Defender, while oth ers such as AV-Com par at ives.org and SE Labs UK call it Microsoft Defender
Anti virus.
2Win dows Secur ity is (prob ably) all you need
Those secur ity labs spe cial ise in com par at ive secur ity test ing – and they’ll all con �rm that, in its early days, Win -
dows’ nat ive anti virus pro tec tion wasn’t worthy of the name. As recently as 2018, test ers were cri ti cising
Defender’s mediocre pro tec tion, alarm ing false-pos it ive rate and con sid er able impact on over all sys tem per -
form ance. In issue 291 of PC Pro, pub lished in late 2018, we even ran an 18-page Labs roundup of secur ity suites
under the head line “Dump Win dows Secur ity now”.
That sort of repu ta tion is hard to shake. If you fre quent online advice for ums today, you’ll still see plenty of
people rub bish ing Defender. But in fact Microsoft has turned things around in recent years. In AV-Test’s latest
product roundup, Defender was named a “Top Product” ( tiny url.com/ 354avtest), while AV-Com par at ives gave
Microsoft a two-star pro tec tion award – on par with big names such as F-Secure and Norton ( tiny url.com/
354avcomp). SE Labs gave Defender a triple-A rat ing, re�ect ing per fect pro tec tion against mal ware with zero
false pos it ives ( tiny url.com/354selabs). In our last Labs test ( see issue 343, p85), Defender earned a �ve-star rat -
ing, not only for pro tec tion but usab il ity as well.
There are still reas ons to choose a third-party secur ity altern at ive. Inde pend ent suites nor mally include bonus
fea tures such as pass word man agers or VPNs, and they’re often more user-friendly than Win dows Secur ity.
However, as our Labs con trib utor KG Orphan ides con cluded last year, “for most users con cerned about how to
best keep Win dows safe, Defender does the job as well as any thing else”.
3 Always up to date
One of the big chal lenges for anti virus soft ware is “zero day” threats – real world attacks that exploit pre vi ously
unknown vul ner ab il it ies. When a zero-day is dis covered, the race is on to update every one’s secur ity as quickly as
pos sible and min im ise the dam age.
That alone might seem like a good reason to steer clear of Defender. Fam ously, Microsoft only rolls out major
secur ity updates once a month, on “Patch Tues day” – and while you’ll some times see anti virus sig na ture updates
sit ting in the reg u lar Update queue, most of us don’t make a habit of installing these items manu ally.
Thank fully, you don’t need to. If you don’t manu ally install them, Win dows silently installs the latest mal ware
sig na tures at least once a day. You don’t get noti �ed when this hap pens, simply because you’d be facing a con -
tinual pro ces sion of inter rup tions: for example, on Christ mas Day 2023 (to pick a date at ran dom) eight new
secur ity updates were released.
If that’s not reas sur ing enough for you, Win dows also includes a fea ture called “cloud-delivered pro tec tion”. You
can check it’s enabled by open ing the Virus & threat pro tec tion page in the Win dows Secur ity app and click ing the
“Man age set tings” link.
By default, cloud-delivered pro tec tion fol lows a rule called “block at �rst sight”, which means any unre cog nised
�les are auto mat ic ally uploaded to Microsoft’s serv ers for imme di ate ana lysis before they’re allowed to run on
your PC. You’re pro tec ted even against pre vi ously unseen dangers – and if Win dows sus pects a �le may con tain
per sonal inform a tion, you’ll be promp ted to per mit cloud pro cessing before any thing is trans mit ted. If you prefer
not to have any thing sent to Microsoft, just turn o� the switch labelled “Auto matic sample sub mis sion”. t runs on
almost every Win dows PC, but what exactly does Win dows Defender do – and what set tings should you be tweak -
ing for the best pro tec tion?
Here, we reveal seven tips that not only explain the philo sophy (and his tory) behind Win dows Defender, but also
how to get the most out of it.
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If you fre quent online for ums today, you’ll still see plenty of people rub bish ing Defender. But in fact Microsoft has
turned things around in recent years
4Turn on ransom ware pro tec tion
Ransom ware is a huge threat to big busi nesses and per sonal PCs alike.
It’s import ant to pro tect your irre place able fam ily pho tos and per sonal doc u ments, because if you do get hit the
ransom demand could run to thou sands of pounds.
Hope fully, any ransom ware attack should be caught by Win dows’ anti virus scan ner. Win dows also encour ages
you to back up your per sonal �les to OneDrive, where they’re safely stored in the cloud, and can be rolled back to
pre vi ous ver sions if they’re tampered with.
What you may not real ise is that Win dows Secur ity includes an addi tional fea ture that can com pletely block
ransom ware before it strikes. Con trolled Folder Access pre vents any applic a tions from writ ing to your per sonal
folders – except for pro grams pre-approved by Microsoft, or manu ally author ised by you. Even an app run ning
with admin is trat ive priv ileges can’t change or delete your data without your approval.
Con trolled Folder Access was intro duced to the Win dows Secur ity Cen ter back in Octo ber 2017 – but sadly it’s
always been turned o� by default. You can enable it by open ing the Virus & threat pro tec tion page of the Win dows
Secur ity app, click ing the Ransom ware pro tec tion link and �ick ing the switch for Con trolled folder access.
Once you’ve done this, you’ll see three new links appear, labelled “Block his tory”, “Pro tec ted folders” and “Allow
an app through Con trolled folder access”. We recom mend you click to review your pro tec ted folders, to see which
loc a tions are being mon itored – and add any extra folders you might want to pro tect, such as external drives or
net work stor age.
With this done, ransom ware should hold no fear for you. However, Con trolled Folder Access can inter fere with
legit im ate pro grams (which is prob ably why Microsoft doesn’t enable it by default). If this hap pens, you’ll see a
pop-up alert; click on this to open the Con trolled Folder
Access set tings and review what’s been blocked. If it’s something you recog nise and trust, click Actions and select
“Allow on device” to unblock the a�ected app.
It is a little bit tire some that you have to jump into the Win dows Secur ity app to �nd out what apps have been
blocked. Third-party suites such as Bit de fender, Trend Micro Inter net Secur ity and the free Avast One Essen tial
make it easier to approve access with a click dir ectly from the alert. But if you’re stick ing with Win dows’ built-in
pro tec tions it’s a good idea to turn on Con trolled Folder Access as soon as pos sible.
5Anti- phish ing every where
Another risk that’s on the rise is phish ing attacks, where fake web sites trick you into enter ing the login details for
your bank, email account or cor por ate net work. In real ity you’re hand ing your cre den tials over to an attacker,
who can then use your iden tity to wreak havoc without touch ing your com puter.
Win dows Secur ity includes phish ing pro tec tion as part of its SmartScreen fea ture: if you try to visit a web address
that’s been repor ted as unsafe, you’ll see a big red warn ing page alert ing you to the fact. However, this is only
built into Microsoft’s own Edge browser. If you’re using Chrome, you’ll get sim ilar warn ings from Google’s own
Safe Brows ing sys tem – but you can gain belt-and-braces pro tec tion by installing the Microsoft Defender
Browser Pro tec tion exten sion from the Chrome Web
Store, which adds SmartScreen warn ings to the Google browser.
If you’re using Win dows 11 Pro, you can also take advant age of a fea ture called Enhanced Phish ing Pro tec tion
(intro duced in the 22H2 update), which will alert you if your Win dows pass word is entered into any untrus ted
web site or applic a tion. You can check it’s enabled by open ing the Win dows Secur ity app, nav ig at ing to the App &
browser con trol page, click ing on Repu ta tion-based pro tec tion, and scrolling down to the Phish ing pro tec tion
set tings. Check that the main switch is turned on, and option ally tick “Warn me about pass word reuse” and
“Warn me about unsafe pass word stor age”.
6Built- in par ental con trols
There are plenty of com mer cial secur ity suites that boast par ental con trols as part of their premium fea ture set,
but you may be �ne with Microsoft’s free Fam ily Safety ser vice. Although this is a cloud ser vice, you’ll �nd a link
to the web-man age ment dash board – plus a handy over view of what you can do – on the Fam ily options page of
the Win dows Secur ity app.
Fam ily Safety fea tures include time lim its, app restric tions, web site �l ter ing, device track ing and a digital wal let
that you can top up to allow your kids to buy online con tent. You can also set up and access a shared fam ily cal en -
dar and a shared One Note note book for lists and memos.
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The catch is that it’s very Microsoft centric. Shared resources are hos ted at out look.com, and the money you put in
kids’ wal lets can only be used to buy items in the Microsoft and
Xbox stores. To use the full range of par ental con trols, your kids need to be using Win dows PCs or laptops – or
sign ing onto yours with their own
What you may not real ise is that Win dows Secur ity includes an addi tional fea ture that can com pletely block
ransom ware before it strikes
Microsoft accounts. There are some con trols avail able for Android devices, but if your kids are using iPads, Fire
tab lets or Chrome books – or gam ing on other con soles – they’re bey ond the reach of Fam ily Safety.
It’s worth not ing, too, that web �l ter ing only works in the Microsoft Edge browser; in all, this is one area where
you might want to con sider run ning Win dows Secur ity along side third-party tools.
7Not just for your home PC
Every copy of Win dows includes the core anti virus func tions, but if you’re sub scribed to Microsoft 365, you can
also take advant age of a sep ar ate tool called Microsoft Defender for Indi vidu als (sigh), which serves as a mul -
tipur pose secur ity dash board for Win dows, macOS, Android and iOS.
The cap ab il it ies of this tool vary from plat form to plat form. On Win dows and iOS, the Defender app is mostly
focused on mon it or ing the secur ity status of all your devices, and log ging incid ents and noti �c a tions along with
secur ity tips. On macOS it can scan for vir uses, and on Android it will not only scan all the con tents of your phone
and spot poten tially dan ger ous items, but also mon itor your net work tra�c for sus pi cious activ ity and block con -
nec tions to web sites that are known to host mal ware, or phish ing attempts.
There’s also a whole spread of Defender-branded tools for big
BELOW Microsoft 365 sub scribers can take advant age of addi tional tools busi nesses. Defender for End point is a
ver sion of the soft ware designed for cent ral ised deploy ment and man age ment, while Defender for O�ce 365
scans and secures O�ce con tent. Defender for Cloud Apps watches over inform a tion that’s shared over the inter -
net, and Defender for Iden tity tracks sus pi cious account activ ity. Defender XDR brings all of these ele ments
together in a cloud-based ser vice that auto mat ic ally iden ti �es and blocks emer ging attacks before they can do
dam age. We’ve come a long way from Microsoft Secur ity Essen tials.
8Easier ways to man age your secur ity
While the Win dows Secur ity app brings together a lot of valu able fea tures, it’s not exactly a joy to use.
Everything’s much more spaced-out than it needs to be, and its func tions are split up across dozens of di� er ent
pages and sub pages, with little indic a tion of which are import ant and which you can safely ignore.
If you’d prefer not to use the Win dows Secur ity app, you can also launch secur ity actions using Power Shell. Two
use ful com mands are Update-MpSig na ture and Start-MpScan, which respect ively down load the latest mal ware
updates and start a sys tem scan.
You can also use the extremely power ful Get-MpPref er ence and Set-MpPref er ence com mands to check and
change a wide range of secur ity set tings. Be warned, there are a lot of para met ers here: you’ll �nd a full list of
Power Shell com mands, and fur ther doc u ment a tion on how to use them, at tiny url.com/354power shell.
Another altern at ive is to use a free front-end called Con �gure Defender, which you can down load from tiny -
url.com/354con �g ure. This third party cre ation looks rather clunky, but it provides quick access to the most use ful
secur ity set tings via easy drop-down menus – and you can also click to instantly switch between pre de�ned High,
Inter act ive or Max imum secur ity pro �les, with built-in help pages to explain the di� er ences between modes.
Microsoft Defender for Indi vidu als serves as a mul tipur pose secur ity dash board for Win dows, macOS, Android
and iOS




