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Time to update your password: 26 billion personal records leaked

The data set clocks in at a massive 12TB.

PCWorld (USA) - 1 Mar 2024 - 13 - BY ALAINA YEE

An astronomical 26 billion records of leaked, breach, and sold data has been discovered on the web—and it’s
likely your information is caught up in the mix.

Discovered by cybersecurity researcher Bob Dyachenko of Securitydiscovery.com and the team at Cybernews.com
(fave.co/3hu6hzq), news released Tuesday about this massive collection of users logins and personally identifi-
able information. The set spans a whopping 12 terabytes of data; Cybernews called it the “mother of all breaches.”
Currently, researchers believe that most of the information comes from known sources— but they also suspect
new, unpublished data is very likely part of the compilation. Duplicate data is likely mixed in as well. For compar-
ison, Cybernews’ own data leak checker contains 15 billion records.

With such a large data set now public (and especially one that contains so much

sensitive data), existing online security threats could become worse. For starters, increased attempts at identity
theft become a possibility. Credential -stuffing attacks could rise, too. That’s where bad actors take known pass-
words and their associated email addresses, try that combination across the web, and see what accounts they can
get into. If you reuse passwords (or use similar passwords), an attacker could end up taking over an extremely
vital or sensitive account.

You can check to see if you’ve been caught up in the breached data through services like Have I Been Pwned (
fave.co/3emee7p) and Cybernews’ own lookup ( fave. CO/30AE7GW). However, anyone with a weak, reused, or
unchanged password after a leak or a breach is at risk.

What you should do: Use unique, strong, and random passwords for your accounts, especially for vital ones
(email, financial, school, and so on) and those containing personal information (which can include a surprising
number of websites, including online stores). For an extra layer of security, consider using email masks ( fave.
co/3as7pzq). You can easily change and manage login info using a password manager ( fave.co/3lrkfrz). While the
best paid ones offer features that make life easier, even a good free one boosts online security dramatically.
Meanwhile, if someone contacts you asking you to verify your personal details, don’t take them at face value.
Independently contact your bank, school, or whatever organization they claim to represent.
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