
Anti-virus pro grams typ ic ally employ two meth ods to detect and erad ic ate their digital
nemesis. The �rst is to check known virus sig na tures against a data base, engin eer ing a �x
that dir ectly matches the bug. Most anti-viral soft ware relies on this method, draw ing on
the inter net for its e�ect ive ness by con stantly updat ing the ‘wild list’ of known vir uses,
allow ing patches to be developed and down loaded into your anti-virus data base to keep it
up to date.

The second method is simply to think like the virus coders, look ing out for weak nesses in
exist ing pro grams and then stak ing them out. Work ing closely with soft ware man u fac tur -
ers, anti-virus soft ware coders can detect when a known pro gram is behav ing strangely,
alert ing every one to a poten tial threat before devel op ing an anti dote.
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